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Abstract. We present a research project aiming at detecting fraud in civil and 
military service examinations. A method based on profile signature and 
statistical parameters is proposed. Our conceptual proposal considers 
statistical, historical, geographical, social, and behavioral parameters. A 
suspicion signature, generated for each candidate, is converted into a suspicion 
index to provide a profile ranking of candidates.  

1. Context and Literature Review 
Detecting fraud is a crucial and hard task, especially in the realms of e-Government and 
e-Commerce. Public examinations have idiosyncrasies in the assessment of candidates, 
covering one or more phases, such as written tests, presentations, classes, interviews, 
physical tests, evaluation of certifications, proof of specific requirements, among others; 
the test (or intellectual examination) is a step common to practically all competitions. 
This is an interdisciplinary issue, which includes the analysis of human and social factors 
included in the candidates’ profile.  

 Institutions that organize examinations accumulate datasets that could be used to 
supply methods and techniques for detecting fraud, such as biographical and geographical 
information about each candidate, performance in the intellectual test and other selection 
phases, as well as information about previous participations. We analyzed 19 articles in 
our review [Nunes et al. 2021]; there are few methods focusing on the civil and military 
service examinations processes, by considering statistical, historical, geographical, social, 
and behavioral parameters. Novel technologies for mitigating frauds are needed as it is 
relevant and meaningful to companies and governments [Popat and Chaudhary 2018] 
[Yang et al. 2019] [Salazar et al. 2019] [Chen and Wu 2017].  

2. The proposed Method 
In this research project, we expect to propose a novel conceptual method that models the 
process of detecting frauds in the context of civil and military service examinations. In 
Figure 1 we present an overview of the proposed method, which considers various types 
of sources (candidate data and other parameters) for the formation of suspicious profiles. 
We classified the inputs of the method in two groups: i) Candidate (e.g., Biographical 
and Geographical data); ii) Parameters (e.g., Blacklists of candidates, Question levels, 
Suspicion threshold, etc.). 
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Figure 1. Overview of the proposed method 

 Part of the input data is prior to the exam and used to generate a part of the 
suspicion signature (Figure 1 – excerpt 1). Data mining techniques are used to this end. 
This excerpt of signature is used to generate a partial suspicion index for each candidate, 
and then composing an initial suspicions’ list of candidates. After the examination, 
several other data are obtained to generate another section of the suspicion signature 
(Figure 1 – excerpt 2). Statistical and data mining techniques are used to this end. After 
adjusting to the various pre-defined weights, the signature excerpts generated are merged 
to form a suspicion profile, and then a suspicion ranking is generated. In Table 1 we 
present the data required in each evaluation phase, the objectives, and the techniques to 
be used. 

Table 1. Required Data, Evaluations and Techniques 

Phase Required Data Objective of Evaluation Technique 
Before 
Exam 

Biographical and 
Geographical 
data. 

- Identifying candidates with some 
degree of suspicion, prior to 
conducting the intellectual 
examination, based on a trained 
model. 

Profile Signature;  
Data mining / 
Classification 

After 
Exam 

Performance - Identifying similarity of responses 
between pairs of candidates. 
- Identifying discrepant performance 
between competitions. 
- Comparing performance and time 
of the exam. 

Data mining; 
Statistical 
techniques 
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The suspicion signature, generated for each candidate evaluated, is converted into 
a Suspicion Index (SI). We propose an equation to calculate SI, where SI (previous or 
final) is obtained by the sum of n suspicion items sij multiplied by pre-defined items 
weights wsij, added to the sum of k situations of correlation csil multiplied by pre-defined 
weights of correlation wcl, and divided (normalized) by sum of n items weights wsij added 
to the sum of k weights of correlation wcl, as described below: 

𝑆𝐼 = 	
!∑ 𝒔𝒊𝒋.𝒘𝒔𝒊𝒋𝒏

𝒋#𝟏 '((∑ 𝒄𝒔𝒊𝒍.𝒘𝒄𝒍𝒌
𝒍#𝟏 )

!∑ 𝒘𝒔𝒊𝒋𝒏
𝒋#𝟏 '((∑ 𝒘𝒄𝒍𝒌

𝒍#𝟏 )
 , where sij,csil ∈	{0,1}; wsij,wcl ∈	ℕ* and SI ∈	[0,1]. 

3. Applying the Method 
Consider an application scenario where a military institution, and its admission board, 
conduct a military service examination to select trainee officers. They need to evaluate 
the capabilities of candidates and assure that the evaluation process will be correct, i.e., 
without fraud. A Proof of Concept will be conducted to verify the applicability of the 
method. Anonymized data, complemented with simulated data, could be used to generate 
a profile ranking of candidates.  

 The profile ranking will be compared to the test ranking, and discrepancies will 
be selected as suspicious. The results of the application of our method in the assessment 
of a military service examination will be organized in tables and made available as 
complementary material to examiners. The tables will include calculated outcomes, such 
as signatures, scores, etc. These outcomes of the method will be analyzed by professionals 
experienced in public examinations, who should point out the advantages of the method 
as well as improvement needs.  

4. Final Remarks 
The proposed method differs from related work, since most of the work is based on 
multiple-choice forms; while we analyze other datasets using data mining techniques to 
identify additional elements of suspicion. The main contributions of this work are: (i) a 
conceptual method composed by a suspicion indicator and a process for fraud detection; 
(ii) proposal of profile signatures of fraud in the context of civil and military service 
examinations; (iii) a Proof of Concept which exercises the use of the method by 
generating rankings (expected and obtained) of suspicious candidates.  
 We expect that our results highlight the need of considering social and human 
factors in fraud analysis. As future work, we propose to expand our framework to include 
the analysis of behavioral aspects during the exam, such as gestures and body expressions.  
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